Security Agenda

July 19, 1:00 PM, LSOB 106
I. Introduction, Procedure, and Expectations

II. High Level Topic Discussion 

· Security in General concepts

III. AS-IS discussion
· Current lay of the landscape, Who is using what. 
· Software assurance and inspection
· Network based
· Host based
· vulnerabilities
· authorizing access
· Tools to Manage, visibility
· General Items
· Identity mgmt (AD), SSO dependencies
· HR support, Solution install, patch, monitor,
· Contractor support
· Development support
· Standard Skills, ie .Net, Java, Data views, data services, process specialist, SharePoint developers
· Financial, capital cost to date, operating costs, HR support costs

IV. TO-BE Discussion
· Opportunities
· Can we do this at the enterprise level
· Do we gain or loose
· Skills at peak ability across many points of weakness. 
· Do we get as much security and risk reduction by standards
· Could we eliminate all internal firewalls and secure the perimeter.
· Could we go to one firewall solution for state
· Can we go to one endpoint security solution for state
· Could we redo solution support at enterprise agreements vs agency purchases.
· What would a common Security center look like
· All agency servers patched centrally
· All agency desktops/laptops patched centrally
· Single endpoint security solution distributed centrally
· Highly skilled single point of application testing, penetration, code testing
· Single encryption and exchange solution.
· Network discovery and analysis solution
· Other Scenarios- Something for few big players, and something for everyone else.
· 
· Discussion on Opportunities
· Benefits
· Consistent skills, tools, training across KS. 
· How many needed?  Where?
· Regents Involvement
· Conceptual models, staffing, funding, physical, network,

V. Risks / Threats / Fears/Barriers
· Staffing, financial, political, legal, perception
· HR considerations

VI. Transition options/considerations
· Governance, Cultural, Project, Readiness
· Shift to enterprise solution or shared solution driven model.
· Prioritization at enterprise level.
· Innovation options, Agency, project, pilots, 

VII. Follow-up.  What else needs to be determined before recommendations developed?
· 


REMAINING DATA COLLECTION MEETINGS 
	Date
	Topic
	Time
	Location

	July 15, 2010
	Call Centers, Portals, and Statewide Intranet
	9am
	Landon 106

	July 19, 2010
	Security
	1pm
	Landon 106

	July 22, 2010
	Privacy and Identity Management
	9am
	Landon 106

	July 29, 2010
	Network
	9am
	Landon 106

	August 2, 2010
	Administrative Issues
	1pm
	Landon 106

	August 4, 2010
	Administrative Issues
	1pm
	Landon 108

	August 9, 2010
	Wrap-up Meetings
	1pm
	Landon 106

	August 12, 2010
	Wrap-up Meetings
	1pm
	Landon 108
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